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Abstract

Proof-chedking code for complianceto safety policies
potentiallyenablesa product-orientedapproach to certain
aspectf softwae certification. To date previousreseach
has focusedon generic, low-level programming-languge
propertiessud as memorytype safety In this paperwe
considermroof-cheding higherlevel domain-specifiprop-
ertiesfor complianceo safetypolicies. Thepaperfirstde-
scribesa frameawvork relatedto abstct interpretation in
which complianceto a class of certification policies can
be efficiently calculated. Membeship equationallogic is
shownto providearich logic for carrying outsud calcula-
tions,includingpartiality, for certification. Thearchitecture
for a domain-specificertifier is describedfollowedby an
implementectasestudy The casestudyconsides consis-
tencyof abstract variable attributesin codethat performs
geometriccalculationsin Aerospacesystems.

1. Intr oduction

The benefitsof product-orienteépproacheo certifica-
tion ascomparedo process-orientedpproachess to en-
able more efficient software developmentprocesseso be
usedastechnologyprogressesyhile atthe sametime pro-
viding higher levels of assurancdy focusing safetycon-
cernsdirectly on the productratherthan the processby
whichit is developed. Techniquedik e theoremproving or
modelcheckinghave beenformulatedin researcHabsfor
product-orientedprogramyverification. Thesetechniques
have high computationalcompleity. Static analysishas
goodscalingpropertiesandhasbeenproposedor certify-
ing limited typesof safety suchasabsencef arithmeticor
memorytype safety In this paperwe describeatechnology
for certificationof domain-specifigroperties.

In this paperwe proposea techniquebasedon abstract
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interpretationthat is designedto find domain-specifian-
consistenciegather than programming-languagspecific
errors. This methodautomatedinding errorsthat would
normally take intensve review by a humanexpert. More-
over, this techniqueis relatively easyto implementand
modular soit is easyto adaptto variousdomains. Thus
even though the range of applicability for any particular
domain-specificproperty is more limited than low-level
programminglanguageerrors, we believe it will still be
cost-efective.

Conceptuallythe knowledgeusedby a domain-specific
certifier hastwo distinctlevels: an abstract domainspeci-
fication anda programminglanguage specification. These
levels are linked via two modules: a symbolicevaluation
module and a domain-specificsafetyabstmaction module.
The symbolicevaluationmodulesimulateshe executionof
the program,yielding for eachvariableat eachstatement
term denotingthe functionalvalue of the variablein terms
of functionsandinput variables. The domain-specifiab-
stractionmoduletakessuchtermsandinterpretstheminto
the abstractdomain. A programis domain-specifisafeif
andonly if eachvaluecalculatedalongits executionpathis
safe.

Our domain-specific certification approach requires
moresophisticatedeasoninghanin approacheto datefor
proof-carryingcode[13]. Theabstractiomainspecification
is muchricherthanmemorysafety andverifying the safety
of eachline of codecanrequirehundredf inferencesteps
in membershiequationalogic. Nonethelessthesecalcu-
lationsareboundedwith caching)for eachvaluealongan
executionpath. The two specificationevels arealsoinde-
pendentlyreusableg.g.,oncean abstracdomainhasbeen
formulatedit canbeusedto certify programswrittenin var-
iousprogrammindanguagesandcorversely programsan
be certifiedfor variousdomain-specifisafetypolicies.

Our methodusesmembershigquationalogic asimple-
mentedin Maudefor both domainand programminglan-



guagespecifications.This logic extendsboth ordersorted
andpartial equationalogics. Efficient algorithmsfor first-
orderrewriting and type inference(more precisely: least-
sortcomputationpreimplementedn Maude.

Section2 describeshearchitectureof adomain-specific
certifierandthenanimplementedasestudy: certifying the
framesafetyof programghatcalculateobsenationgeome-
tries. Our abstracidomainknowledgedescribeghe condi-
tionsunderwhich calculationsnvolving matricesandvec-
torsareconsistentvith respecto coordinateframes,which
are attributesof variablesin the abstractdomainbut only
implicit in the program.The calculationsareperformedus-
ing subroutinecalls from alibrary developedby the NAIF
group at JPL. Section 3 then introducesthe technology
we used: the technicalnotionsof membershipequational
logic usedin performingthe symboliccalculationsandthe
Maude system. Section4 describeghe abstractdomain.
Sections describeselatedwork, andSection6 presentsur
conclusionsscalingissuesandfuture work.

2. Ar chitecture of a Domain SpecificCertifier

This sectionfirst presentgeneraprinciplesandcompo-
nentsof a domainspecificsafetypolicy certifier andthen
briefly introducesour problem of interest, frame safety
Later sectionsprovide the remainingdetailsof our frame
safetycertifier

Domainspecificcertificationis differentfrom program-
ming languagespecificcertification,suchasmemorysafety
or standaradype checking. In programminglanguagespe-
cific certification,suchasin thePPolySpace[1ptool, theab-
stractdomainis a subparof the programmindanguagese-
mantics. In domain-specificcertification, the abstractdo-
mainis entirely separatein factour approachwould allow
it to bein adifferentlogical system.

Conceptuallyadomain-specificertifier consistof four
maincomponentsasshowvn in Figurel. The programming
languageandthe abstractdomainare linked via symbolic
evaluationand an abstractiorfunction as describedn the
subsequergxample.Domain-specificertificationrequires
domain-specifi@annotationsyhich for the examplein this
paperequireassertion®nthe programinputs. Thereareat
leasttwo waysto insertannotationgor theinputs: oneis to
insertthematthe beginningof the programandthe otheris
to insertthemwheretheinputsareusedfor thefirst timein
thecode.Therearesubtletrade-ofs betweerthesetwo op-
tions, involving the potentialuseof intermediatevariables
in expressionsannotatinginput variables. The resolution
of thesetrade-ofs is beyond the scopeof the paper;in our
implementedsystem,programinputs are annotatechat the
beginningof the program.

Programmind-anguage
Library Specification

SymbolicEvaIuation‘

Domain-specific
SafetyAbstraction

AbstractDomain&
SafetyPolicy Specification

Figure 1. Domain-specific certifier.

2.1 Certifying Frame Safety

Coordinateframes underly all geometriccalculations
used in applicationsranging from CAD to robotics to
aerospaceThey areimplicit attributesof vectorsand ma-
trices, althoughthey arenot part of the computationado-
main. Geometriccomputationsisingvectorsand matrices
thathave inconsistentoordinateframesyield meaningless
results. Determiningconsistentuse of coordinateframes
normally requiresdetailedhumananalysisof a program.
This sectiondescribesan implementedsystemwhich cer
tifies the consistenuseof coordinateframesfor spaceob-
senationgeometrycalculations.

Abstractly a coordinateframe consistsof an origin and
an orientation which is specifiedby three orthogonaldi-
rections. With a coordinateframe, ary pointin spacecan
beuniquelyrepresenteth rectangulacoordinatedy three
real numbers. Directionscanbe representedby threereal
numbersthoughnot uniquely— the numbergepresenting
the directioncanbe multiplied by ary scalefactorwithout
changingthe direction. Orientationsare usedabstractlyto
definedirectionsandrotations. Rotationsmap an orienta-
tion onto anotherorientation. A translationmapsone co-
ordinateframeto anothercoordinateframewith the same
orientationbut atranslatecbrigin.

Our membershigequationalogic axiomatizationof co-
ordinateframes, describedin Section4.1, is restrictedto
the subdomainof framesthat arisesin the NAIF domain,
namelythosethatcanbeinductively built out of predefined
constantframes(suchasj2000 ), ephemerisof planetary
bodies,andthe operationf rotationandtranslation. The
j2000 frameis a standardusedfor astronomicabbsena-
tionsin the period 1975to 2025. Ephemerisdataspecify



the positionand orientationof planetarybodiesin our so-
lar systemrelative to a constantframe. In the domainof
spaceobsenationgeometriesatypical exampleof a frame
is onewhoseorigin is at the centerof a planet,whoseZ
axislies alongthe north pole, andwhoseX andY axesgo
throughsomefixed,designategbointson the equatorof the
planet. Sincethe planetorbits aroundthe sunandalsoro-
tatesaroundits own axis,the sequencef framesgenerated
by aplanetovertime canbequitecomple. Library routines
in NAIF provide this ephemeriglata.

The inductive definition of framescorrespondso con-
stantframes, calls to theseephemerigoutines,and input
variablesto a program. The metric propertiesof the stan-
dardthreedimensionagroupof rotationsarenotimportant
for this abstractsubdomain. Our axiomatizationis sound
for both our subdomainand the metric domainof frames
androtations;however, it is notcompletefor thelatter.

2.2 Programming Languageand NAIF Library

We considetbelow agenericassignment-basgmtogram-
ming languagesimilar to Fortranand C (the NAIF library
hasalternateémplementationsn bothlanguages)Thelan-
guagehassortsandsubsortspperationsaretypedby tuples
of input sortsandan outputsort, and expressionsare built
upby applicationof operationgo subexpressionsyariables,
andconstantsTheonly statements theassignment.

Oursimplegenerigprogrammindanguagéiasjustafew
sortswhichareprefixedby PI (for programmindanguage)
to distinguishthem from the other sorts. The sortsare
PIString , Plinteger , PIReal , PlIVector , andPIMa-
trix , with Plinteger  beinga subsoriof PIReal .

The subroutinelibrary in our casestudy is the SPICE
library from the Navigation and Ancillary InformationFa-
cility (NAIF) groupattheNASA JetPropulsiorLaboratory
The NAIF groupcreatedhis library to aid in solving geo-
metric problemsthatarisein planetaryexploration. Theli-
brary containssubroutinedor: coordinatesystemandtime
systemcorversion;matrix andvectoroperationsgeometric
operationgsuchasfinding the outward-facing vector that
is normalto an ellipsoid at a point on the ellipsoid’s sur
face);andcalculationghatcomputethetravel time of light
betweertwo objects.

Vectors are implementedas triples of realsin NAIF,
thoughfor our purposest is sufficient to treatthemasan
unstructuredsort. The binary vector functionsvadd and
vsub aretheusualvectoradditionandsubtraction.Two ad-
ditional vectorfunctionsareparticularlyimportant: vdist
givesthedistancebetweernwo pointsspecifiecby thegiven
vectors,andvsep givesthe anglebetweenthe two direc-
tionsspecifiedby thetwo givenvectors.

Notethatat the programminganguagedevel thereis no
enforcementhat two vectorsare representedn the same

coordinatesystem,or frame— this cant even be statedin
thetypesystenof the programmindanguage However, by
interpretingthe programmindanguagevariablesandoper
ationsinto theabstractlomaindescribedn Sectior4.2,our
certifier will find whethertheseoperationsare appliedin-
consistently

Rotationsareimplementedoy matricesat the program-
minglanguagdevel. More preciselyrotationmatriceshave
the propertythatthey areinvertibleandtheir inverseis ex-
actly their transpose A vectorcanbe multiplied (mxv) by
a rotation matrix or by the transposeof a rotation matrix
(mtxv ), with theintuition thattheframein which thevector
is definedis rotated.

Besidesthoseabove, the NAIF library functionsused
in this papers example are the following: utc2et takes
as input a time representedn “Universal Coordinated
Time” calendarformat (a string) and returnsa time in the
“Ephemeristime system(arealnumber) whichis aninter-
nal formatusedby otherSPICEsubroutinesbodvar takes
asinputtheld (aninteger) of a solarsystembody andre-
turnsthe radii of a solarsystembody modeledasan ellip-
soid; georec takesasinput a point representedh geode-
tic coordinatesndreturnsrectangulacoordinateshodmat
takesasinputabodyld andanephemeridgime, andreturns
amatrix describingtherotationof thebodyatthattimerel-
ative to the standard2000 coordinateframe;findp takes
asinput a body Id andan ephemeridime, andreturnsthe
j2000 positioncoordinateof a givenbody; surfnm takes
asinput 3 realsrepresentingheradii of a bodyanda point
onthebody, andreturnstheoutwardvectorthatis normalto
the surfaceat thatpoint; andsent takesasinputtwo body
Idsandanephemeridgime, andcomputeghetime aphoton
would have left onebodysoasto arrive atthe otherbodyat
thetime givento the subroutine.

The exampleprogramswhich we have usedin our case
study comeprimarily from programssynthesizecdy Am-
phion/NAIF, includingtherepresentatie onedescribede-
low. The Amphion/NAIF synthesissystem[11], given a
high-level specificationof a solarsystemobsenation ge-
ometryproblem,synthesizes program,consistingof calls
to SPICEsubroutinesthat solvesthe problem. As a test
of our certifier, the programsgeneratedy Amphion/NAIF
were mutatedby handto yield mary differentunsafepro-
grams.Theseweredetectedy our certifier Also asaresult
of ourcasestudy anaxiomin Amphion/NAIF wasfoundto
beincorrect. The complementaryolesof programsynthe-
sisandprogranmcertificationarediscussedh theconcluding
sectionof the paper

An interestinglessonthat we learnedis thatthe full se-
manticsof the target programminganguages not needed
for domain-specificertification.Domain-specificertifica-
tion is not intendedto be full programverification, rather
only specificaspectsare certified. In our casestudy we



useda simple operationalsemanticsof the programming
languagehatenabledsymbolicexpressions$o becalculated
for thevalueof variablesat eachstepof the program.

However, a domain-specificsemanticsis required for
domain-specificcertification. The symbolic expressions
calculatedfrom the operationalsemanticsarelifted to the
abstracdomainlevel. The expressionsatthe programming
level arecalculatedby a symbolicevaluationenginewhich,
givenaprogramandanexpressiorcontainingvariablesde-
fined in the program, calculatesthe canonicalterm asso-
ciatedto that expressionthat containsonly functionsand
inputvariables.

2.3 Example Program

The exampleusedin this paperis a representatie pro-
gram synthesizedby the Amphion/NAIF systemthat cal-
culatesthe angleat which Saturnappearsat a giventime
from anobsenationpointon the Earth's surface;the speed
of light is alsotaken into consideration— Saturnappears
to bein a slightly differentplacethanit actuallyis because
of the finite speedof light. The obsenation pointis spec-
ified by geodetic(latitude, longitude,altitude) coordinates
(obsLLA) andthetime (utcin ) is specifiedin Universal
Coordinatedlime calendaformat(UTC). Theangleis cal-
culatedbetweerthe outward normalto the Earth’s surface
at the obsenation point and the directionat which Saturn
appears.

et := utc2et(utcin) ; e 1
radear := bodvar(earthld, radii’) ; whE 2
pobs := georec(obsLLA) ; wxE 3
dnorm := surfnm(radear, pobs) ; rohk 4
mearth := bodmat(earthld, et) ; bl 5
tsatur = sent(saturnld, earthld, et) ; *** 6
dnorm2 := mitxv(mearth, dnorm) ; whk 7
pearth := findp(earthld, et) e 8
pobs2 := mtxv(mearth, pobs) ; ok 9
psatur = findp(saturnid, tsatur) ; **x 10
pobs3 := vadd(pearth, pobs2) ; w11
dsatur = vsub(psatur, pobs3) ; 12
vang := vsep(dnorm2, dsatur) . *rx 13

TheannotatiorontheinputvariableobsLLA , notshavn
here,saysthat, asa vectorat thelevel of the programming
languageit specifiesabstractlya pointonthe Earthrelative
to the framethatis centeredat the Earthat the input time
utcin  androtatedasthe Earthis atthattime. Indeed this
is becausehe geodeticpositionof that point wasspecified
relative to the Earthasif the pointwasfixedto the Earth.

Line 1 convertstheinputUTC timeinto Ephemeridgime
systemjine 2 calculateshethreeradii of theearthregarded
asan ellipsoid; line 3 transformsthe geodeticcoordinates
into rectangulacoordinates;line 4 computegshenormalto
the Earth’s surfaceatthe givenpoint, in the currentEarth’s
coordinateframe; line 5 finds the rotation of the Earthat

the giventime relative to j2000 ; line 6 computeghetime
whenlight left Saturnsoasto arrive attheEarthatthegiven
inputtime; line 7 corvertsthe normalat the specifiedpoint
to a coordinatdramepositionedasthe currentframeof the
Earth, but having the orientationof j2000 , andline 8 ac-
tually calculateghe positionof thatframein j2000 ; line 9
convertsthegivenpointon Earthinto thesameframeasthe
normal(seeline 7); line 10 calculateghe positionof Saturn
(alsoin j2000 ) at the time light left Saturn;line 11 con-
vertsthe positionof the givenpointto a positionin j2000
andthenline 12 calculateshe positionof Saturnin the co-
ordinateframepositionedat the given pointandhaving the
orientationof j2000 ; line 13finally calculategsheanglebe-
tweenthe normalandthe positionof Saturnatthe specified
time.

The programabove is relatively shortbut it is very easy
to make domain-specifianistakes, especiallyif the code
is written by hand,andthesemistales cannotbe detected
by commontype checlers provided by programminglan-
guages. For example,one canforgetline 7 which rotates
the normalto the orientationof j2000 andthencalculates
theanglebetweerntwo directionsin framesof differentori-
entation. However, our certifier shows, in 1284 rewrites,
that the programabove is frame safe,while mutatedver-
sionsarenot. An exampleof theanalysigperformedoy the
certifierduringthethousand-plusewritesis thatatline 11it
provesthatthe positionsof the Earthandthe givenpointon
its surface,abstractedstranslationsarecomposablei.e.,
that their frameshave the sameorientationandthe source
frame of the point is the sameasj2000 translatedo the
positionof the Earth. Section4 describesheframedomain
theoryandabstractiorin detail.

3. Technology

Membershipequationallogic and the languageMaude
areintroducedn this section providing thetechnicalback-
groundfor theformalizationin therestof the paper

3.1 Membership Equational Logic

Membershipequationalogic [12, 1] is an extensionof
mary-sortedequationallogic [7] with membershipasser
tionst : s thatstatethatatermt belongsto asorts. It sub-
sumesawide variety of specificatiorformalisms,including
ordersorted[6, 8] andpartialequationalogics. Despiteits
generality it still enjoys the good propertiesof equational
logics: it is simple, efficiently implementableand admits
soundand completedeductionaswell asfree models. In
this sectionwe informally presentmembershipequational
logic, referring the readerto [12, 1, 2, 3] for a compre-
hensve exposition. We assumehe readeris familiar with
mary-sortedequationalogic.



In membershipequationallogic (MEL), the sorts are
groupedin kinds and the operationsare only definedon
thesekinds. A signaturef2 consistsof a setS of sorts a
setK of kinds,amapn: S — K, anda K* x K-indexed
setY = {E, | (w,k) € K* x K} of opemations An
Q-algebrais a Y.-algebraA togethemwith asubsetd, C A,
for eachk € K andeachs € = !(k). For ary K-indexed
setof variablesX, T, (X) denotesheusual( K, X.)-algebra
of terms. Thesentencesf MEL generalizahe conditional
equationgVX) ¢t = t'if C of equationalogics by al-
lowing membershipassertions. Thesemembershipasser
tions are universally quantifiedHorn clausesof the form
(VX) t: sif C. In bothtypesof sentenceshe condition
Cisafinite set{u; = v1, ..., Un = Upn,t1 2 81, eyt  Sm}
andé, t',t1, --tm, U1, V1, .., Un, U, aretermsin Ts (X). If
n = m = 0 thenthe sentencds unconditionalor atomic

Thisparagraphiescribesatisactionof atomicsentence;
thegenerakasefollows throughthe standardecursie def-
inition. For anQ-algebrad andanassignmenti: X — A,
thefunctiona*: Tx(X) — A denoteghe uniqueextension
of a to a morphismof (K, X.)-algebras. Thus A satisfies
(VX)t = ' (or (VX)t : s)if andonly if for each
assignment, a*(t) = a*(t') (or a*(t) € A,;). A MEL
specificationor theoryis a pair (2, T"), whereT is a setof
Q-sentencesndit definesa classof 2-algebragthosethat
satisfyit) denotedAlg(QI).

TheMEL prooftheoryis derivedfrom thestandargroof
theory of equationallogic. Its distinctive characteristids
thatit allows the inferenceof the membership®f termsto
sortsin additionto the standardequalitiesof terms.Givena
specification(f2, T"), thereare two rulesthat facilitate this
inference. One rule is a modification of the moduspo-
nensrule of equationalogic to deducea membershigrom
a (conditional) sentencen I' onceits condition hasbeen
proven. Thesecondule is anextensionalityrule over sorts
which assertshatequaltermshave the samesort.

Tho (VX)t=1t Thrq(VX)t:s
TFNVX)t:s

Membership:

3.2 Maude

Maude[2, 3] is ahigh-performanceewrite systenin the
OBJfamily [10] thatsupportsnembershigquationalogic.
Its currentversionprocesse800K rewritespersecondna
300MHzPentiumll. We useMaudenotationin this paper
to specifyboththeabstracdomainknowledgeandthe pro-
gramminglanguagesyntax,aswell astheabstractiorof the
uninterpretedNAIF functionsinto the abstractdomain. A
few notationalcorventionsareintroducednext.

Equationsandconditionalequationsaredeclaredvia the
keywordseq andceq, respectiely; membershi@mndcondi-
tionalmembershimssertiongredeclaredvia thekeywords

mbandcmb. Operationcanbedeclaredusingmix-fixnota-
tion, whereunderscorestandfor aguments.They canalso
be overloadedhowever, thisis only syntacticsugarfor ap-
propriateconditionalmembershimssertions Declarations
of theformvar X : S, whereS is a sort, areusedto in-
troducevariables;their scopeis boundedby the enclosing
module introducedby fmod end. A modulecanim-
portanothemodulevia oneof thekeywordsprotecting
extending , andincluding , or one of their shorthands
pr, ex, andinc . The conditionalmembershipassertions
of MEL aredenotedin Maudeby cmb X : S if C; un-
conditionalmembershipassertiondy mb X : S. Subsort
declarationshave the form S < S’ and are just syntactic
sugarfor a membershipassertion:cmb X : S if X :
S. Kinds neednot be declaredexplicitly. They areautomat-
ically calculatedasthe connectedtomponentsf the partial
orderdefinedby subsortdeclarationsandonecanreferto
thekind of asortS by usingsquarebraclets,[S] . Theorder
of declarationsgs notimportantwithin amodule.

A typical problemof specificatiorformalismsthatallow
ordersorting and operatoroverloadingis that someterms
may have multiple correctsorts. The possiblesortsof a
term canbe deducedisingthe completedeductionsystem
of MEL, i.e.,sortqt) istheset{s € S | ' Fq (VX) ¢ : s}.
A specification(2,T") is calledregular if andonly if for
eachtermt, sortgt) is eitherempty or hasa minimal el-
ementwith respectto the subsortrelation. A detaileddis-
cussionon regularity canbefoundin [1], togethemwith de-
cidability resultsand various syntacticcriteria that imply
regularity. Maudeimplementssomeof thesecriteria, and
alsowarnsthe userwhenit cannotdeduceregularity.

3.3 Abstraction, Partiality , and Safetyin Maude

Theleastsortof atermin membershigequationalogic
generalizeghe standardnotion, for finite lattices, of the
leastabstractypeof anexpressiorin thecontext of abstract
interpretation.This generalizations definedin [5], where
an ernvironmentfor specifyingandverifying abstractinter-
pretationsis presented. This paperextendsthe approach
of this previous paperby consideringpartiality via least
sortcalculations.This sectiongivesthe readertheintuition
throughpresentatiof a simpleexample.

At theabstractevel, let usconsidera signaturewith two
top sorts,onecalledFrame andanothercalledFrameSafe |,
the secondhaving various subsorts,including one called
Translation . Thissignaturenastwo kinds,and[Trans-
lation] and[FrameSafe] coincide.A translationcanbe
thoughtof astakinga frameinto anotherframe,soonecan
considertwo operationssourceFrm andtargetFrm , of
arity Translation -> Frame. A translationcanalways
be invertedand translationscan be composedbut not al-
ways: the target frame of the first translationmustbe the



sameas the sourceframe of the second. In Maude, one
definesanoperation- _ :  Translation -> Transla-
tion andanoperation+_ :  Translation Transla-
tion -> [Translation] . This secondoperationis par
tial: theresultsortof a compositionis a well-formedterm
of kind [Translation] , but moreinformationis needed
in orderfor it to becomeof sort Translation . Thekind
includesthe output of ary applicationof _+_, the sortin-
cludegjustthe outputof well-definedapplications The sort
can be inferred using a conditional membershipassertion
statingwhentranslationsarecomposable:

cmb Tsl + TsI' : Translation
if targetFrm(Tsl) = sourceFrm(Tsl’)

Unlessothermembershimxiomsfor compositioraregiven,
the only way by which the resultof a compositioncanbe
of sort Translation (andnot just the more generalkind
[Translation] ) is to actually prove the conditionof the
statementbove. The detailedmethodologicabpproacho
partialityin membershiglgebrais describedn [12].

Onceit is inferredthattheleastsortof atermis asubsort
of FrameSafe , it meangthatthatterm represents certifi-
ably safecomputation.In particular if the sortof the com-
positionof two translationdgs Translation thenthe two
were safely composed. Notice that FrameSafe canhave
mary distinct subsortsstandingfor variousabstracttypes
of entitiesin the abstractdomain,suchasorientationsro-
tations,directions,etc. All the sortinferencecomputations
aredoneattheabstractevel.

The concreteexpressionsmanipulatedoy the program-
ming languagearefirst abstractedia anoperation

: Value -> [FrameSafe]

op ||

whichis definedrecursvely onthesyntacticconstructor®f

valuesthatare manipulatedoy the programminganguage.
Vectorsand matricesare amongthesevalues,so they are
definedasappropriatesubsortsi.e.,PIVector ~ PIMatrix

< Value . For example,the subtractionof vectors,imple-

mentedoy vsub in Fortranandsimilarly in ourgenerigpro-

gramminglanguagej.e., vsub PlVector  PlIVector
-> PlVector , is abstractedas| vsub(V,V’) | of sort
[FrameSafe] . The semanticsof programminglanguage

functionsis interpretedn the abstractdomain,suchasthe
following interpretatiorfor vsub :

=G 1 VD

This interpretsbinary vector subtractioninto the abstract
domainas unary translationinverseon the first agument
followed by compositionof translations.The abstractype
of vsub is inferred automatically A somavhat different
example,wherethe abstracttype cannotbe inferred auto-
matically and additionalattributesneedto be provided, is
thefunctionfindp Bodyld Time -> Vector . This
is aNAIF library functionthattakesa body identifier, such

eq | vsub(V,V) + | V|

asthe earths, anda time, andreturnsa vectorrepresenting
the positionof thatbody at the specifiedtime in a standard
coordinateframe, calledj2000 . We representhis abstract
knowledgeasfollows:

mb | findp(B,T) | : Translation

eq sourceFrm(| findp(B,T) ) = j2000

For this function the abstracttype Translation is given
explicitly andthesourceframe— a constant— is given.
Thus,thecertificationprocessanbeviewedas: abstrac-
tion followed by leastsort computationusing abstractdo-
mainknowledge.If theleastsortcomputatioryieldsa safe
sort for eachabstractedexpressioncalculatedin the pro-
gram,thenthe programis certifiedassafefor the domain-
specificproperties.For the frame-safetycertifier described
in this paper all subsortof FrameSafe aresafe.In order
to performthesesort inferences abstractassertionsabout
theinputsto aprogramarealsoneededThisinformationis
givenasannotationsn the program.

4. Abstract Frame Domain Theory

In this section, we describethe abstractdomain and
presengfiguredescribingts structure Dueto spacdimita-
tions,the Maudeaxiomatization@reomitted,but theframe
abstractiormoduleis presentedn Section4.2.

4.1 Frame Domain

Therearesix sortsin ourdomain:Real , Orientation
Rotation , Translation , Direction , andFrame, and
Translation is a subsortof Direction This means
thatany translationdefinesadirection. Technically arny op-
erationthat canbe appliedto directions,suchasthe angle
betweentwo directions,canalsobe appliedto translations;
in thisway, redundang is reducedecaussomeoperations
don't needto be declaredfour or moretimesto cover all
combination®f translationsanddirections.

The Category of Rotations

Rotationsareabstracbbjectswhosefunctionis to rotate
otherobjectsin thedomain.Theseotherobjectsarelabeled
with orientationsor frames— and eachframe hasan ori-
entation. Thusin our domainwe canrestrictthe rotations
to labeledrotationswith an explicit sourceorientationand
target orientation. Labeledrotations,togetherwith orien-
tations,form a partial algebracalled a category. In terms
of cateyory theory, the objectsof this catgory are orien-
tationsandthe morphismsarerotations. Eachrotationhas
aninverseformedby reversingthe label of sourceandtar-
get. This axiomatizatiorfor labeledrotationsis soundbut
not completefor the generalgroup of unlabeledthreedi-
mensionaftotations.Becausét is sound programsertified
usingthis abstracdomainaresafe.



Eachrotationhasa sourceandatargetorientation given
by the operationssourceOrt  andtargetOrt . Thereis a
unit rotationfor eachorientationrwhichbehaesexactlylike
anidentity morphismin a category, andaninversefor each
rotation. The compositiorof rotationsis a partialoperation,
requiringthe targetof thefirst rotationto matchthe source
of the secondrotation. The reasonfor this restrictionto
labeledrotationsis that we don’t wantto allow programs
thatdo meaninglessindframe-unsafealculationssuchas
to rotateadirectionthatis normalto thesurfaceof the Earth
at a given point by the rotationof the frame of a moon of
Saturnrelative to Saturn.Thusin orderfor adirectionto be
safelyrotated,the certifier mustprove that the orientation
of theframein whichthatdirectionis representedoincides
with the sourceorientationof the rotation. As mentioned
previously, the equationgor labeledrotationsare thoseof
a catgyory, asarethe equationdor framesandtranslations
below.

Frames, Translations and Dir ections

Framesare formalized as an interrelatedabstractdata
typeto orientations. The orientationof a frameFrm is the
termframeOrt(Frm) . A rotationcanbeappliedto aframe
if its sourceorientationis the orientationof theframe.

Translationsalsoform a categyory, wherethe objectsare
the frames,andthe morphismsaretranslationdabelledby
a sourceframe and a target frame. This part of the ax-
iomatizationis similar to thoseof rotations. Additionally,
translationscanbe rotated. A commonoperationbetween
translationswith the samesourceframeis finding the dis-
tancebetweenthe origins of their target frames, denoted
[ tsl1, tsl2 ] .

By ahuseof languagetheorientationof thesourceframe
of atranslationis often calledthe orientationof the trans-
lation. Thisis formally definedby the operationframeOrt
(whichtherebyoverloadshe operationwith the samename
onframes).Theorientationsf thesourceandtargetframes
of atranslationarethe same.Both the rotationof a trans-
lation andthe distancebetweentwo translationsare partial
operations.For a translationTsl to berotatableby a rota-
tion Rot (denotedby @, the orientationof the translation
mustbe the sameasthe oneof the rotation, while the dis-
tancebetweentwo translationsmakes senseif andonly if
thetwo translation$iave the samesourceframe. Theorien-
tationof atranslatioris alsoneededvhenonewantsto treat
atranslationasadirection,for example whenonewantsto
calculatethe angle betweena translationand a direction,
suchas, the anglebetweenthe translationto Saturnanda
directionnormalto the surfaceof the Earth.

Direction  is anotherabstractype. Directionscanbe
thoughtof asthe equivalenceclassdetermineddy therela-
tion of parallelismon theimageof the functionwhich for-
getslengthsof translations. We considerthat a direction

comesautomaticallywith arny translation. Unlike transla-
tionswhich carryawhole framewith them,directionsonly

needto carrytheir orientation thatis, the orientationof the

framein which they were defined. Directionscanalsobe

rotated,if thesourceorientationof therotationmatcheghe
orientationof the direction. A standarcoperation(denoted
by[< dl1, d2 >])isfindingthe anglebetweentwo di-

rectionswhich makessensef andonly if thetwo directions
have the sameorientation.

The abstractdomain also containsan auxiliary useful
frameconstructothatwasusedin anannotatiorto specify
theframeof aninputvariable,asmentionedn Section2.3.
Theframeconstructobuilds aframefrom atranslationand
arotationrelative to j2000 .

The ADJ diagram[9] in Figure 2 depictsthe sortsand
the operationsthat form the abstractdomain. The sorts
areboxesandthe operationsare multisourcearrows, each
sourcestandingfor an argument. The operationshaving a
circleindex arepartial. Becausef spaceconsiderationsve
didn’t draw theframeconstructorexplainedabove.

It is well known that mary, if not most,domainsof in-
terestdo not admit completefinite or not evenrecursvely
enumerableaxiomatizations. Perhapshe most notorious
exampleis thedomainof naturalnumbers Whendesigning
a domainspecificcertifier, one shouldaim toward sound-
nessandclarity with respecto the domainratherthancom-
pletenessin this way, programswhich arecertifiably safe
areindeeddomainsafe. After all, the purposeof certifi-
cationis not to allow tricky and corvoluted programs but
ratherareducedsetof absolutelysafeprogramawith respect
to theintendedpolicy. Therefore the readershouldregard
our frame safety certifier as an experimentinstantiatinga
generalapproacho domainspecificcertification.

4.2 Frame Abstraction and Safety Policy

Abstractionis the link betweenthe programminglan-
guageand the abstractdomain. Eachvalue computedby
the programis first symbolicallyevaluated thenabstracted
and checled for frame consisteng at the abstractlevel.
This last stepis donein Maudevia its leastsortinference
mechanismby first declaringacommonsupersortFrame-
Safe of all the sortsthat abstractconcretevalues, and
thencheckingif the abstractiorof eachvalue hasthe sort
FrameSafe . Theabstractioroperation _| Value ->
[FrameSafe] is definedthatcalculateghe abstracsortof
eachvalue. If sucha sortexiststhenwe saythatthe value
calculatedby the programis certifiably framesafe

fmod FRAME-SAFETY-ABSTRACTIONS
pr PROGRAMMING-LANGUAGE
pr ABSTRACT-DOMAIN.
sort FrameSafe

subsorts  Orientation Rotation
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Figure 2. The ADJ diagram of the abstract domain of frames.

Direction Translation Real < FrameSafe
op || : Value -> [FrameSafe]
vars B B’ Bodyld var T : PIReal
var U : PIString var Rd : Attribute
vars R R’ PIReal var M : PIMatrix
vars V V' PIVector
mb | utc2et(U) | Real
mb | bodmat(B,T) | Rotation
mb | findp(B,T) | Translation
mb | bodvar(B,Rd) | FrameSafe .
cmb | sent(B,B’,R) | : Real if | R | Real
cmb | georec(V) | : Translatlon
if | V | : Translation
cmb | surfnm(V,V’) | : Direction
if | V' | : Translation .
eq | vdist(V,V’) S | I A P A I |
eq | vsep(V,V) [ = | VI VI >=]
eq | vadd(Vv,V’) | =] V]| +| vV | .
eq | vsub(V,V) [ =C VD) +| V]|
eq | mxv(M,V) | =] V| @] M| .
eq | mtxv(M,V) =1 VI @l M| ") .
eq sourceOrt(| bodmat(B,T) |) = frameOrt(j2000)
eq sourceFrm(| findp(B,T) ) = j2000
eq sourceFrm(| georec(V) |) = sourceFrm(| V)

eq frameOrt(| surfnm(V,V’) 1)
= frameOrt(sourceFrm(| V')
endfm

Theabstractioroperatioris definedrecursvely, in terms
of abstracbperationaindsorts. Themembershimssertions
above reflectthe meaningof library functionsin termsof
abstracframeknowledge. In this sectionwe ignore possi-
ble errorsreturnedby library functions;theseareaddressed
in the conclusionsectionon futurework.

In theequatiorabove,bodmat(B,T) returnsa“safe” ro-
tation matrix whoseorientationis the frame orientationof
j2000 , andsurfnm(V,V’) is a directionwhenever V' is
atranslation(the shapeof the surface,V, doesnt affect the
frameabstraction)its frameorientationbeingjustthesame
asthe orientationof the frame of the translation. Notice

thattheremaybefunctionswhoseresultis noneof thesorts
of interestfor frame certification, suchas bodvar which
returnsthe threeradii of a body modeledas an ellipsoid.
In suchsituations,we just declareit FrameSafe ; theleast
sort computationensureghat any useof sucha valuein
a placewherevalueswith more concretemeaningare ex-
pected,suchastranslationsor directionswhich happento
“look” the sameatthelevel of programmindanguagewill
bereportedasanunsafeuse.

Finally, we definethe framesafetypolicy asa predicate
onprogramsA programis safeif andonly if eachassigned
valuethatis computednternallyateachstepof theprogram
is frame safe. We call this strongrequirementstepwise
safety A wealerrequirements outputsafety For example,
if a programwrittenin anuntypedlanguageés supposedo
return an integer value, say x, andit first executesx :=
n + 3.1 foranaturalnumbem andthenx = x + 2.9,
thenthe programis outputsafebecauséhefinal computed
valueis aninteger, but not stepwisesafe. In our opinion,
outputsafetyis aninsufiicientrequiremenftor certification.

As canbeseerfrom theabove descriptionof thedomain
theory sophisticatednferencedor domain-specificertifi-
cation canbe carriedout in membershigequationalogic.
Furthermorethe axiomatizationin Maudeis compactand
modular:the abstraciomainconsistof 36 axioms,theab-
stractionfunction consist®f 24 axioms,andtheframepol-
icy consistsof 2 axioms. Sortandsubsortdeclarationsadd
further semanticcontent,but the total Maudespecification
is only 250lines.

5. RelatedWork

Certificationtechnologybasedon staticanalysisis ma-
turing to the point of commercialviability. PolySpaces
suchatool thatdetectsstatically via abstracinterpretation
techniqueserrorsthat would normally occur at runtime,
suchasarithmeticexception(e.qg.,division by zero),illegal



pointerdereferencingoverflow, readaccesgo uninitialized
data,out-of-boundsarrayaccessetc. It is completelyauto-
maticin the sensehatit worksdirectly onthe sourcecode;
noannotationgreneededndno axiomatizatiorof abstract
domainsrequired. However, it only detectswhat we call
“programminglanguagespecific errors”, being unableto
reasorabouthigh level, domain-specifisafetypolicies.
ExtendedstaticChecler(ESC)[4, 14] is atool thatfinds
programmingerrorsat compiletime, suchas array index
boundserrors,nil dereferencegjeadlocksandracecondi-
tions. The userof ESCannotateshe programswith spec-
ifications in a precondition-postconditiostyle which are
checledstaticallyusingatheoremproverfor untypedpred-
icate calculuswith equality The type systemof the target
programminglanguage Modula-3, is implementedn un-
typedfirst-orderlogic. Theuseof ESCis thereforelimited
to programminganguagedefinabletypes. In contrast,our
approachto domain-specificcertificationtotally separates
the abstractdomainof interestfrom the programmingan-
guage.The abstractiomaincanbe axiomatizedusingfirst-
ordermary-sortedmembershi@ndrewriting logic andcan
bereusedor varioustargetlanguagesThe userof the sys-
temcanmodify theabstracdomainin aflexible manner

6. Conclusionand Futur e Work

This paperdescribeda generalarchitectureor domain-
specificsoftware certificationbasedon abstractnterpreta-
tion. Similaritiesanddifferenceswith certificationof poli-
ciesat the level of programminganguagesemanticavere
discussed. A casestudy of a significantdomain-specific
safetypolicy of interestto NASA, namelycoordinatdrame
safety was completedwith animplementatiorof the gen-
eral architecturein Maude. We note that the modulesfor
the abstractdomainare independenbf the programming
languagdevel, andhencecould bereusedn differentcon-
texts. Theimplementatiorin Maudewill facilitate experi-
mentationwith otherdomain-specificafetypolicies.

The casestudywasdonein a domainfor which we had
previously developeda programsynthesisystem.The mo-
tivationwasto investigateherelationshipbetweerprogram
synthesisand programcertification. This investigationis
still undervay, andis an extensionof ourwork in automat-
ically generatingdocumentatiorfor synthesizegprograms.
In essencedocumentatiotanbe usedby humanreviewers
in the manualcertificationof programs,while annotations
can be usedfor the automatedcertification of programs.
Theannotationsequiredin our currentinvestigationon co-
ordinateframe-safetycan be restrictedto the inputs of a
program;the logical engineis sufficiently powerful to in-
fer intermediateassumptionsin partof our futurework we
expectto investigatedomain-specifisafetypolicieswhere
logical inferenceof intermediateassumptionss no longer

tractablefor a simple andtrustedcertificationsystem,but
checkingof annotationgprovided by programsynthesids
tractable. Although our synthesissystemis basedon de-
ductive technologythe additionof extensive decisionpro-
cedurego enabletractableprogramgeneratiorraisesaddi-
tional burdensin shawing the correctnes®f the generated
programs.This burdencanbe meteitherby certifying the
correctnes®f the entire programsynthesissystemor indi-
vidually certifying the generategbrograms.

Theabstractdomainof the certifierwasdevelopedinde-
pendentlyfrom thedomaintheoryof the programsynthesis
systemlt is relatedto a subsebf the Amphiondomainthe-
ory, but is formulatedquite differently sinceit is oriented
towardsbottom-upcheckingratherthantop-dovn synthe-
sis. Becausét wasdevelopedindependentlyit providesan
independentheckfor synthesizegrogramsaswell asfor
hand-writtenprograms. In fact, a subtleerrorin the Am-
phion/NAIF domaintheorywasdiscovered: an extraneous
matrix transpos@peratiorwasgeneratedavhich causedhe
resultingsynthesizeghrogramgo be frameunsafe.

6.1 Scalinglssues

Empirically, programsin the NAIF domainare usually
no larger than one hundredlines of code (becauseof the
substantiaffunctionality of the NAIF componentibrary).
For programsn thisrange thecertificationis sofastthatthe
timing profile registersD milliseconds We generated suite
of syntheticprogramsaup to 1,000SLOCto determinescal-
ing propertiesundertwo conditions:no cachingof rewrite
results,andlimited cachingof rewrite results(specifically
cachingfor the substitutionand abstractioroperators).At
1,000SLOC,certificationwith no cachingrequired2.2 sec-
onds,while certificationwith cachingrequiredl.3seconds.
Without caching,it is expectedthatthe certificationscales
guadraticallybecauseachline requirescomputinga sym-
bolic evaluationincludingall precedindines. We validated
this quadraticscalingwith our suiteof syntheticprograms.

With caching,the symbolicevaluationdoesnot needto
be redonefor eachprevious line. In principle, with opti-
mizeddatastructuresgachingimpose<loseto linearover-
head. However, the currentimplementationof Maudeis
not yet optimizedfor caching,andis known to introduce
quadraticfactors. Accordingly, our experimentsof certifi-
cationwith cachingalsorevealeda quadraticscalingof exe-
cutiontimein SLOC.While we believe thatourapproacho
domain-specificertificationpotentiallyscaledinearly with
more finely optimized rewrite algorithmsand data struc-
tures,evenwith a more consenative quadraticscalingex-
trapolation,programsin the rangeof 10,000SLOC would
only requireminutesto certify.



6.2 Domain-specificErr or Handling Certification

The NAIF library hasa modethat allows the program-
merto handleerrorsthataresignalledin NAIF library rou-
tines. In this mode,a NAIF subroutinesimply returnsif
it detectsaninternalerror. Subsequenb calling the NAIF
subroutinetheboolearfunctionfailed() canbecalledto
find out whetheran error wasdetectedandthe subroutine
getsms canthenbecalledto find outwhicherroroccurred.
In particulat the NAIF routinebodmat detectsseveral er-
rors,oneof which occurswhenthe datanecessaryo com-
putetherotationmatrix for the givenbodyandtime hasnot
beenloaded.

We arecurrentlyextendingour domain-specificertifier
to checkstatically whetherall possibleerrorsdue to the
NAIF subroutinesireproperlyhandled.Therearethreesit-
uationsthat shouldbe consideredvhena NAIF subroutine
is called: 1) it executesnormally without errors;2) it flags
anerrorandthereturnedvalueis subsequentlysedin the
program;3) it flagsan error but the returnedvalueis not
used. Only the secondsituationis unsafe,so the certifier
mustdetectit.

The least-sorcomputationof Maudeis very suitableto
implementsucha domainspecificerror handlingcertifier:
we declarethe abstraction®f all library functionsthatcan
return errorsto be of target [FrameSafe] |, i.e., they are
seenas partial functions,andthenwrite conditionalmem-
bershipassertionand/orequationghat statewhen sucha
function actuallyreturnsa propervalue and/orwhenit re-
turnsanerrorandof whatkind. Thus,if the sortof the ab-
stractionof a value calculatedby the programturnsout to
beasubsorbf FrameSafe , thenit meanghatall thecondi-
tionsof the associatednembershi@assertionsvereproved,
thatis, all the errorsthat canpossiblybe generatedy the
functionthatreturnedthevaluewill eitherprovably notoc-
cur or they were alreadyhandledby the programthrough
conditionalstatementguardeddy the functionfailed()
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